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STATISTICS From 2018 up-to-date
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The overall cost of insider threats has increased from $8.76M 

to $11.45M 31% Increase

The number of incidents has increased from 3,200 to 

4,700 incidents 47% Increase

The average cost of an incident investigation increased from 

$75,215 to $103,798 38% Increase



STATISTICS
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5%
of the organizations have no mature security 

capabilities that monitor insider threats 

NON EXSISTENT

24%
of the organizations have no prediction 

programs for insider threats 

REACTIVE

16%
of the organizations establish appropriate 

levels of monitoring to all employees

PREDICTIVE

7%
of the organizations have a mature view 

of insider threat risk 

OPTIMIZED

48%
of the organizations monitor employees 

with potential malicious behaviors 

PROACTIVE



METHODOLOGY
Rasmussen’s Risk Management 

Framework and The AcciMap
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RISK MANAGEMENT FRAMEWORK
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➢ The foundation of the proposed methodology is based on

a dynamic risk management framework originally

developed by Rasmussen.

➢ The framework is underpinned by the idea that various

levels can interact with one another shaping culture,

behavior, safety and possibly threats.
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RASMUSSEN’S ACCIMAP
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ACCIMAP ANALYSIS 
Contributing Causes, Findings and 

Observations
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DEVELOPED ACCIMAP TO 
INVESTIGATE INSIDER THREATS
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DEVELOPED ACCIMAP TO INVESTIGATE 
INSIDER THREATS-CONT’D
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DEVELOPED ACCIMAP TO INVESTIGATE 
INSIDER THREATS-CONT’D
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DEVELOPED ACCIMAP TO INVESTIGATE 
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DEVELOPED ACCIMAP
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ACCIMAP ANALYSIS
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Government

Company

Management

Staff

Work

Regulators, 
Associations➢ Among internal-to-an-organization influencing factors, the 

company layer was found to be the root cause of 

questionable decisions made by management and 

personnel which contributed to insider threat.

➢ Among external-to-an-organization influencing factors,

the layer of Government and Regulators was found to be 

crucial to security implementations in an organization 

since it mainly depends on the prosecution of laws, rules 

and regulations.



RECOMMENDATIONS
Promoting Security Culture
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SECURITY CULTURE
ROLE OF ORGANIZATION
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➢ The organization must allocate sufficient financial, technical and human resources to

implement the assigned security responsibilities.

➢ The organizations must make arrangements for the regular review of their security

practices and systems.

➢ The organization should coordinate with similar organizations to communicate security

related information.

➢ A policy document is needed which states the commitment of the organization to

security culture.



SECURITY CULTURE
ROLE OF MANAGEMENT
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➢ Managers are responsible for initiating practices that comply with the organization’s

security policies and objectives.

➢ Conduct self-assessments and arrange for independent audits of the management

systems.

➢ Managers must ensure that training is conducted to develop skills and provide tools to

promote and implement security culture.

➢ Managers need to encourage personnel to report any event that could affect the

organization’s security culture.



CONCLUSION
Enhancing Proactive Capabilities

5



22

CONCLUSION

➢ The analysis of past insider threat incidents indicates that they were not caused by the

“coincidence of independent failures and human errors”, rather through the interactions

of multiple involved contributing causes.

➢ There is a need to see and analyze the actions of workers or the errors that triggered an

accident in a broader socio-technical context.

➢ The developed AcciMap provides a systemic view of accident causation that extends

beyond the immediate causes. Rather it uncovers the aggregated factors throughout the

system that promoted the conditions for the threat.



REFERENCES

6



REFERENCES

24

➢ Ponemon Institute. (2020). 2020 Cost of Insider Threats Global Report. 

Retrieved from: https://cdw-prod.adobecqms.net/content/dam/cdw/on-domain-

cdw/brands/proofpoint/ponemon-global-cost-of-insider-threats-2020-report.pdf (Accessed October 10, 

2020).

➢ Branford, K., Hopkins, A., and Naikar, N. (2009). Guidelines for AcciMap analysis. In Learning from 

high reliability organisations. CCH Australia Ltd.

➢ Fischer, E. A. (December 12, 2014). Federal laws relating to cybersecurity: Overview of major issues, 

current laws, and proposed legislation. Congressional Research Service Report. Washington D.C, 

USA.

➢ The House Republican Cybersecurity Task Force. (October 05, 2011). Recommendations of the House 

Republican Cybersecurity Task Force. 

Retrieved from: https://www.gtscoalition.com/wp-content/uploads/2011/10/20111006-report.pdf

(Accessed April 10, 2020).



REFERENCES

25

➢ Greitzer, F. L., Strozer, J. R., Cohen, S., Moore, A. P., Mundie, D., and Cowley, J. (May 2014). 

Analysis of unintentional insider threats deriving from social engineering exploits. In IEEE Security 

and Privacy Workshops: 236-250.

➢ Cappelli, D. M., Moore, A. P., and Trzeciak, R. F. (2012). The CERT guide to insider threats: how to 

prevent, detect, and respond to information technology crimes (Theft, Sabotage, Fraud). Addison-

Wesley.

➢ Permanent Subcommittee on Investigations Staff Report (2019). Federal Cybersecurity: America’s 

Data at Risk. United States Senate. Committee on Homeland Security and Governmental Affairs.



Shorouk Bekir and Maryam Tabibzadeh
Contact info: shorouq.bekir.264@my.csun.edu

maryam.tabibzadeh@csun.edu


